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Abstract

The globalization of the world economy, with all the benefits it has brought, has caused some
harmful phenomena to appear in the economic systems of countries. A clear example of this claim
is the phenomenon of money laundering. Features such as decentralization, cross-border,
anonymity of users, encryption and irreversibility of transactions, cause the exchange platform of
cryptocurrencies to be widely noticed by money launderers. The novelty of extracting and
transferring virtual currencies and the widespread use of these cryptocurrencies in the purification
of income from various crimes, as well as the lack of an accurate identity-measuring structure,
prove the necessity of this research. The present study, by means of descriptive-analytical method
and using library resources in a comparative manner with international documents, has dealt with
the main issue of how early authentication of the user in digital currency transactions can prevent
the occurrence of crime. Money laundering is effective in digital exchanges. In order to prevent
money laundering in this way, it is suggested to authenticate and validate users upon entering the
environment of foreign exchange markets, because currently there is no accurate and specific
authentication of people when entering their virtual wallets. This authentication must be accurate
in such a way that other virtual assets of people are specified. In this regard, it is suggested to form
a global and independent organization to authenticate the identity of people and identify their
virtual assets in different countries, because currently no other organization can take charge of
these matters.
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2. International monetary fund (IMF)
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