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Abstract

The transformation of communication spaces in recent decades has led to the emergence of new
forms of social deviance in digital environments. This paper explores the phenomenon of «Virtual
Criminal Identity« as a socio-psychological process shaping deviant behavior in Iran’s cyberspace.
The statistical population includes active users of social networks aged 18—40, studied through a
mixed-method approach combining quantitative surveys and qualitative interviews. Data were
collected via online questionnaires and thematic analysis using SPSS and NVivo. The findings
reveal a significant positive correlation between online presence, virtual identity loss, and
tendencies toward deviant digital behavior. Theoretical analysis based on the works of Durkheim,
Becker, and Goffman indicates that identity instability within digital spaces enables the
reproduction of criminal-like conduct. Finally, the paper proposes an Iranian model of virtual
criminal identity and outlines social prevention and policy recommendations for cybercrime
management.
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1. anonymity
2. labeling theory
3. digital differential association
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1. preferred norm
2. inverted norms
3. mixed-method
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1. thematic analysis
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1. scatterplot
2. positive linear fit
3. regression ANOVA
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1. secondary socialization
2. identity insecurity

3. homophily

4. group reinforcement

5. resocialization
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1. exposure & anomie

2. acquisition & experimentation
3. empowerment

4. stabilization & identification
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1. identity-centered governance
2. positive digital influencers
3. reference group theory



ab Ol 6l sL2d 3 (8 )les wile om0 Cu 20 ‘s)fJQ i Wl d OBl il cwlidanalr ¢ o )

g S o 0 (ST CS - Cute G 0 o 58 g Sl
cu\.’fu\:jjw]’yjzJ«Sé‘ﬂdf})&@jﬁmcgikdhiﬁb) -
S gLl edd elaml 5 laluydim ol oS ¢ L&l 3 0L 4 ly eijle lajlen -
Lw»‘)d‘jjls&ﬁjd‘j)bw‘ -
c.l..f:b;i\u.e\ﬁ|k§u:¢~gt>fba.>\,u6j|j -
“LSC.{}JS“-’L.Lr-:;}@*")u”'-sQ}“\-")LS“L’L“')-"}*‘ﬁJt:"i-’dy’“LSﬂ'\igt‘}w‘uu:‘))‘ -
Slaslin L & ol ol Sl 10 Kl om0 (Sloog S0 A5 wils55 e OLS358 1 1 e
sj\euswo|ﬁ,s‘ﬂje;;u@;w;:b@;”vju@ﬁéu,uu&;‘w@w\,glf&
Sl (il Syl & S S (ool 3l 511 s (RS sl Sy S5 oS s 35,0 Ll bl
s ema s S g 5 LS
Jhow s ngii.l\.e} s (Akers, 1998) ela>| S, b laa JoSa sty opl ot ldanel bata
GMQ\J““\;JM{LSJ‘JJm* &LA)K))LWQM}‘JA‘}S'GGMO‘;&{‘J&) ‘k;.w‘(MarWICk, 2013)
qﬁ)db)w‘éw‘)‘L&ﬁé}b)b&@;—‘)b)l;d|b‘cd&ob@ld@g;?ﬁjuv\:-u;‘j
(Sl ploend)
Db sz Ol pl (G 5lme glas B Ol )3 (gl Jolad) sbwl 5 (6 e Vj\ﬁ 3 6;@:’ Wi s

6}3.':\'?,‘;.‘).9‘2"‘")3 e Slala,y o) g slaasl p —Y-\-F
gl 53 Bas 01l 53 GIalay 3l g (5035 53 3550 Sl E5s0T ¢ has cnl ot lbamale ol (sl
36K g 05ls Klo s i 1310 Sty LOT 8 a5 gm sbiloile S (635 Sl 5 (3 Hl

Ll T (gla gl IS

13 01 & 5 el Jliow s (gamalo lisle 53 ol galtuns | 6kt 2187 Lol il g5 5 05 sla ol 4 S
el T ST (glaskaly 51 (g5l ¢S5 OIS 5 Sy s GO (5l S 9)5 Cand S ¢ g3

dquﬂ,gﬁ,uuﬂwﬁ@‘@)jg}ﬁwt:t,;,u,u;umt;léug;f@ﬁudw,;
N (g0 50 4 (5 sl (50550 5 bl glaily 3 gm 55 50T ¢ Jaol o i 3 L 108 o 5T elazs
S ey ool (3l (5Lb 55 485 K 5L 154 01l oS Lme a6l 328 (el o
S Lo T (S0 50555 SUaskS 5 3 1) dmalr SV plonndl 5 oozl s 5 4 S Arogis

\;Moua;‘d,\,,@»\,;dzg,;ou;5@,9@\‘&§,pdﬁﬂww¢uﬁé};;ﬁwdg
Sabor Siloen ladame )3 o b (WIS S o Bl il (Sl Sy o ge SN Sk gy Con
> V‘b Ak & Olgea Glabuy slsw 55500 OT y3 8 sl (6,8 55l sbul (s oy J=el,
S e Jltoms s

1. Durkheimian anomie
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. identity consequences
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. initial attraction

. identity consolidation

. collective reinforcement
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1. virtual identity void
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