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Abstract

Although the deployment of facial recognition systems in criminal cases has accelerated crime
detection, linking justice to intelligent algorithms has created unprecedented challenges in the
realm of fundamental rights and the foundations of liability. Using a descriptive—analytical
method, the present study seeks to examine the legal nature of errors produced by these systems
and addresses the question of which legal model can ground the attribution of criminal liability
when misidentification occurs and individual liberties are violated. The findings indicate that, due
to the technical complexity commonly described as the “black box” in deep-learning layers and
the presence of structural “biometric biases,” the outputs of these systems lack certainty and
operate only at the level of “mathematical probabilities.” From a legal perspective, the systems’
relative autonomy generates a “causal gap” in attributing the offense and places the classical,
human-centered concepts of “fault” and “will” in a dead end. In Iran’s criminal justice system, the
absence of explicit provisions in the Computer Crimes Law and the lack of an independent legal
personality for artificial intelligence have resulted either in unfair liability for users or in de facto
immunity for negligent designers. The study concludes that, in order to safeguard the presumption
of innocence, the outputs of this technology should not be accepted as “independent evidence”;
rather, they should be treated only as a form of “judicial presumption” and remain subject to direct
human oversight. Moreover, based on a “distributed liability” approach, it is necessary to identify
the chain of responsibility between the designer and the operator, and where fault is ambiguous,
to rely on the state’s compensatory liability—pursuant to Article 171 of the Constitution—to
compensate victims for resulting harm.
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